E-safety Knowledge Organiser (Ages 9-11)
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? What are we learning about e-safety?

The internet can be amazing, helping us learn, play games and speak to other people. We need to make sure we are using the internet safely;
respecting others, choosing accurate information, reporting issues and understanding that what we share online can never be fully removed.

National Curriculum Content

Use technology safely, respectfully and responsibly; recognise acceptable/unacceptable behaviour;
identify a range of ways to report concerns about content and contact.

LI Key knowledge

1. Keep personal information private.

2.Respect and protect against online bullies.

Understand the consequences of sharing photo/videos online.
Understand the term digital footprint.

How can we check online content is trustworthy.

How, where and who can we report concerns we have to.

Use suitable usernames and passwords for online accounts.
Understand the pitfalls of in-app purchasing.
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.., Important Vocabulary

) This is information about us, including our name, address, telephone number or passwords. We need to make sure that we do
‘m Personal information not put this information on the internet for people we do not know to see as we would not do this in the real world. For
example, if we are playing an online game then do not use your real name, use something else.

The internet allows us to post photos and videos online for others to see, this is called sharing. We do not want people we
ﬁ Sharing don’t know to see personal photos of videos of us or our friends and family so we have to check with a grown up we trust
before sharing them online. We would not give a photo of ourselves to a stranger in the real world so we do not do it online

Ll

When we post something online, such as a photo, we can never fully remove it, even if we delete it. This is why we need to be
careful what we are sharing online.

§ § Digital footprint

If we see something online that upsets us or we think is wrong then we need to tell an adult we trust, such as a parent or

@: Report teacher.

Not everything that we see on the internet is correct and should be trusted. Always check the information with other websites
_ = Trust or an adult we trust. People online can also pretend to be someone else so we need to be careful who we are talking to and
only speak to people we know in the real world.

When we are talking to people online then we need to make sure we being kind and respectful, treating people as we would

& Respect want to be treated ourselves. If someone is not being kind then speak to an adult you trust.

a@ In-app purchasing A payment that can be made within an app to buy extra features, such as more levels of a game.




